0000 Admin OO00000000000000C
Huiptptbobtboioiotptbdbot

OmniVista

000000000000000 15 00000000 20552 J00o0oocooo
Oidtbooootbbobooiibbboooiiboboog - boooodoooo
JO00000000O0OOOOOOOOOOODODODODODODODODOOODODOO0a
0000000000 b00d0obotodooobobooo doobobo Oooooo
good gootoobtobbiobtioouooouoboiobouoog
OmniVista [O00000000000000C00CO000 DOOOOOOCOOOCOOCOO000O 000000
JU000000DD00D00RO0DD0UDO0RO0RO0UL00D - Doodtootbotootoo - oo
0000 IP Address [O00 MAC Address [00000CO0O00CO0OO

NN
Antivirus [00000000 0O000000000O0ODO00O000COCOROC DODODODooo
Jot00tbodtoitbodboibood - bitodtbodboitbodtboibbddboobog - bodoo
Oo0O00oObOOtObibditobditibioditobdotobioditoodotoooo0oa

Jouipotbotbotbnubbubbobboin
Jobbpoobutbiiibbbobood

000000000000000 14 Q0000000 20552 Q00o0ooooo
0000000000R0000 fOoo/0o0b0o0  Ooooooooodo Oooooo
0U00000D0RO000DO0RO0DORO0DOUOitODOOtodooDOn - ta
0000000 Core Switch 9700 [000000CO0COOCOOCOOCOO
00000000  OO00oO0o0obOtodbotodootbdbodbobotoooa
0000000 Ootoooodoo

1.0 f000OOOOoOOooOooooO


https://noc.rmutl.ac.th/main/%e0%b9%83%e0%b8%ab%e0%b9%89-admin-%e0%b9%81%e0%b8%95%e0%b9%88%e0%b8%a5%e0%b8%b0%e0%b9%80%e0%b8%82%e0%b8%95%e0%b8%9e%e0%b8%b7%e0%b9%89%e0%b8%99%e0%b8%97%e0%b8%b5%e0%b9%88%e0%b8%95%e0%b8%a3%e0%b8%a7/
https://noc.rmutl.ac.th/main/%e0%b9%83%e0%b8%ab%e0%b9%89-admin-%e0%b9%81%e0%b8%95%e0%b9%88%e0%b8%a5%e0%b8%b0%e0%b9%80%e0%b8%82%e0%b8%95%e0%b8%9e%e0%b8%b7%e0%b9%89%e0%b8%99%e0%b8%97%e0%b8%b5%e0%b9%88%e0%b8%95%e0%b8%a3%e0%b8%a7/
https://noc.rmutl.ac.th/main/%e0%b9%83%e0%b8%ab%e0%b9%89-admin-%e0%b9%81%e0%b8%95%e0%b9%88%e0%b8%a5%e0%b8%b0%e0%b9%80%e0%b8%82%e0%b8%95%e0%b8%9e%e0%b8%b7%e0%b9%89%e0%b8%99%e0%b8%97%e0%b8%b5%e0%b9%88%e0%b8%95%e0%b8%a3%e0%b8%a7/
https://noc.rmutl.ac.th/main/%e0%b9%84%e0%b8%a7%e0%b8%a3%e0%b8%b1%e0%b8%aa%e0%b8%84%e0%b8%ad%e0%b8%a1%e0%b8%9e%e0%b8%b4%e0%b8%a7%e0%b9%80%e0%b8%95%e0%b8%ad%e0%b8%a3%e0%b9%8c%e0%b8%a3%e0%b8%b0%e0%b8%9a%e0%b8%b2%e0%b8%94%e0%b8%97-2/
https://noc.rmutl.ac.th/main/%e0%b9%84%e0%b8%a7%e0%b8%a3%e0%b8%b1%e0%b8%aa%e0%b8%84%e0%b8%ad%e0%b8%a1%e0%b8%9e%e0%b8%b4%e0%b8%a7%e0%b9%80%e0%b8%95%e0%b8%ad%e0%b8%a3%e0%b9%8c%e0%b8%a3%e0%b8%b0%e0%b8%9a%e0%b8%b2%e0%b8%94%e0%b8%97-2/

2.0 00000000

3.0 000000000ODOoOCO

4.0 DU000OOOOOOOOOOCOOCO

5.0 00000Oo00oOoOoOooOooo00Gg

000000R00000OROD0D0O0ORO00D00RO0000000O  DOOD 6 0000UORO 0oO0oO
Oob0dboftbodboibootood  arp  OQOOOO0DOOODOOOOO OO0DOOODOOCOOO
00000000000 445/tcp JOOOOOOOOOOOOOO DOOOODOOOOOOOOOOOOOOOOOOO
00000000000  DOUDOOoOOboOooooo - boddbodobddbodbodbbdobodoooo
00000 (O0000000D00RO0D)  00000CO0U0000bOD 0000COoOO Core 9700
JO00R00000DORO0RO0DODOORO0O00oORD - odbOtodbodbdUbobodoooooo
0000000  00000000RO0O0D0D0RODOdbObObObotooooD - (0oobodooooo)
0000000000000R0000000000R000 MAC Address  [000000C000O000O0COOO
00000000

O000000000000000000 Conficker
Jooo- 3

0000000000C00000000000 Conficker QO0OOOCOOO O OO
0000000000 fOodbobodboobot  fodbdbodbdobdbodoooo
0000000 DO0b0dbodobbodbodboooo  fodbodtbodoodoo
0O0000000000R0000  DOROoOoOObOoOiooooooon - dooooa
00000 Oo0dobodtbootbbodtbootbbodbbootboootoo
0U00000000D0DO000O0D0OO0D - Ohddbdbodbodbdtbdtodbotbobodoodoog
JU000000R00UDO0LO0RO0DO0UDO0OOt - DoUbodbodtodtbotbooooooooo
N0 A A M W M
0000 conficker [O00000O0OCO 00000000 00000 OO0OCOCOCOCOOOO
Oob0dbod  O0boodbodbodbodbbodbodt - bhodbbdbbodbodbbdobodoooo
000000000O00oO0d - O0dbootboodbbodbbodtbodtbooooo - booddboooo
000000000000000D00 00000 - 00o00booooboooboooboooboo - (ooo



https://noc.rmutl.ac.th/main/%e0%b9%80%e0%b8%81%e0%b8%b4%e0%b8%94%e0%b8%a1%e0%b8%b2%e0%b8%81%e0%b9%87%e0%b8%86%e0%b9%88%e0%b8%b2%e0%b8%ad%e0%b8%b5%e0%b8%81-conficker-%e0%b8%a0%e0%b8%b2%e0%b8%84-3/
https://noc.rmutl.ac.th/main/%e0%b9%80%e0%b8%81%e0%b8%b4%e0%b8%94%e0%b8%a1%e0%b8%b2%e0%b8%81%e0%b9%87%e0%b8%86%e0%b9%88%e0%b8%b2%e0%b8%ad%e0%b8%b5%e0%b8%81-conficker-%e0%b8%a0%e0%b8%b2%e0%b8%84-3/

00000000)  000000D0000CODoobOooobO0oo0oootODoobOnoo0o0g

00000000  000000000000000000000000000 - Conficker [O0OCOOOOCOO

(0000D0000DO0000O00D) 00000000000

O0000000DDO0000C0DO00000DODD - O000oooo00000ooooo0dd__Conficker

0000 00000000000000000000000000000000 _Kido , Conficker

000000000D0000000000000000000  conficker QOOO000O000COO0COOCOOC
system32 [J00000000C00DO0ODO0OCO0ODDOODOO0 DO0ooOoooo - booooooo
0000000000000000D000000D000D0 - kk.exe  (0000000000000000000

0000000000000000000000000000000000000000).  Dod000OCODO00OO

0O0000000O0ODO00O0OD DOOfOOOOdooOodo boodooooo

kk.exe -f -r -y -a

oo | W INDOVWS system32h cmd.exe

Dzv>dir
Uolume in drive D has no label.
Uolume Serial Mumber is 6241-647E

Directory of D=

A5-12-2009 11:29 AH <DIR> 2083-64
A5 -12-200% 11:-29 AH 14.134_ 648 2083-64.zip
A4-29-2007 11:26 AM <DIR> clean—conficker
11-18-20608 ©09:-18 AH <DIR> diagtool
12-25-2008 ©1:-03 PH <DIR> IBH Director
A5 -85-200% O2:-42 PH 178 .448 KK.exe
A4-29-.2009 11:24 AH 165.754 KK _v3i_ 4. 6.=ip
a5 -82-200% ©O2:54 PH <DIR> LevelOne
A5 -82-2009 ©B2:52 PH <DIR> Leve10nw
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A-26-2009 OZ2:-:06 PH <DIR> Share
12-25-2008 12:-85 PH <DIR> SmartUFPS
A2-13-2009 ©B9:54 AH <DIR> TippingPoint
A7-12-200% 0O2:-82 PH <DIR> Trend Micro
18-22-2008 10:-02 AH <DIR> Windows20A03_x64
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co | CH WINDOWS system32h cmd.exe
scanning modules in explorer.exe...

dizabling autorun on all drive types

scanning CasWINDOWSssystemd2 ...
G:\HIﬂDOHS\systemEZ\paalq.dll infected Met—Vorm.Win3d2.Kido ... cured

C:sProgram FilessInternet Explorers ...
C:wProgram FileswMovie Maker~ ...
C:sProgram FilessWindows Media Plavers ...
C:swProgram FilessWindows NI~ ...

C:sDocuments and Settingssteppaps~Application Data ...
GENDGGUHE”1\teppap\LOGHLS”i\Temp\i\ -

H
| L

Infected johs:
Infected files:
Infected threads:
Spliced functions:
Cured files:

Fixed registry keys:

L=l SR ]

Dizv>»
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Switches to run the utility KK.exe from the command prompt:

Switch Description
-p <scan path> scan a defined folder
-f scan hard disks, scan portable hard disks
-n scan network disks
-r scan removable drives
-y end program without pressing any key
-s silent mode (without a black window)
-1 <file name> write info into a log

extended log maintenance (the switch -v
-V works only if the -1 switch is entered in
the command prompt)

restore the services
 Background Intelligent Transfer Service
(BITS),
 Windows Automatic Update Service
(wuauserv),
e Error Reporting Service (ERSvc/WerSvc




-X restore display of hidden system files

—-a disable auto start from all drives

mode to monitor threads, tasks, services.
When in this mode, the utility constantly
resides in memory and will periodically
—m perform scans of threads, services, and
scheduler tasks. If an infection 1is
detected, it will perform disinfection and
continue monitoring.

restore the registry branch SafeBoot (if
-j the registry branch is deleted, computer
cannot boot in safe mode)

show additional information about the

utility
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O N |
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O000000000000C0000000000)
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