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1. Linux Cent0S 5.5 amd 64 [0000000000CO00000COCOO00OOCOCO
Server [I0000OCO0 000CO O OOOOOOCOOOOOOCOOOO

2. IP Server 192.168.1.10

3. Client [OOOOO Windows 7 (32bit 00 0O00000000000O0OOOOO
0000000000 64 bit [QUO000000000000O00)  OO000000000000O000O0 DO
0000 Ping O0O00OO Server JO00000COO00COO0OCOOOCO

000000000000 Server

1.0 Ooooooooonon repo gooooooooboooooobooooan
http://packages.sw.be/rpmforge-release/ [O00O0O0000O0O00O0O0O0O OS

0o0oooo

[root@vpn ~]# wget
http://packages.sw.be/rpmforge-release/rpmforge-release-0.5.2
-2.el5.rf.x86 64.rpm

2.0 00000DO00O000000 repo OOOOOOCOOOOCOOOO rpm

[root@vpn ~]# 1s

anaconda-ks.cfg 1install.log 1install.log.syslog mbox
rpmforge-release-0.5.2-2.el5.rf.x86 64.rpm

[root@vpn ~]# rpm -1ivh rpomforge -
release-0.5.2-2.el5.rf.x86 64.rpm

warning: rpmforge-release-0.5.2-2.el5.rf.x86 64.rpm: Header
V3 DSA signature: NOKEY, key ID 6b8d79e6

Preparing..
HHBRBHHARBRBHHHARBRBHHAA B BB HHARBRBHHHAH#RRSE [100%]
l:rpmforge-release
AUBBUHHHARBRBHHAABBBHHHARBRBHHHRABRBHHAAARRS [100%]

[root@vpn ~]#

3.0 000000OO0OCOOO0OODOOoOoOoOOotoooUoOOoOo0ooood. yum


http://packages.sw.be/rpmforge-release/

[root@vpn ~]# yum search openvpn
Loaded plugins: fastestmirror
Loading mirror speeds from cached hostfile

addons: mirror.issp.co.th
base: mirror.issp.co.th

extras: mirror.issp.co.th
rpmforge: fr2.rpmfind.net
updates: mirror.1issp.co.th

kvpnc.x86 64 : Frontend for various VPN

openvpn.x86 64 :

secure tunneling daemon

Matched: openvpn

clients

4.0 [000C0RORODODODORODODOD0DOD0D0OD0D0D0D - 0b0totoooooooooog
J0000000O00O00O00 - dOdoooboobOoboboobooo
Ooidbdtooodbitoiodbobodbdboboibdbobotoot. oo yum: A00O0OOOOC
JO00000000O0O0O0bOoOoO 0 DObObObOoOododbdtotododoooood booooo
JO0O000OOOODOOOOHOROOOODOOOOUOCOOOODOO0OO0OC0D O

[root@vpn ~]# yum -y install openvpn
Loaded plugins: fastestmirror
Loading mirror speeds from cached hostfile

*

addons: mirror.issp.co.th

* base: mirror.issp.co.th
* extras: mirror.issp.co.th
* rpmforge: apt.sw.be
* updates: mirror.issp.co.th
rpmforge
| 1.1 KB
rpmforge/primary
| 2.1 MB
rpmforge

Setting up Install Process

yum (0000 0O000OODOO

00:00

00:02

10272/10272



Resolving Dependencies

—> Running transaction check

—> Package openvpn.x86 64 0:2.1.4-1.el5.rf set to be updated
—> Processing Dependency: lzo for package: openvpn

—> Processing Dependency: liblzo2.s0.2()(64bit) for package:
openvpn

—> Running transaction check

—> Package 1z0.x86 64 0:2.04-1.el5.rf set to be updated

—> Finished Dependency Resolution

Dependencies Resolved

Package

Arch

Version

Repository Size

Installing:

openvpn

x86 64

2.1.4-1.el5.rf

romforge 442 k
Installing for dependencies:

lzo

x86 64

2.04-1.el5.rf

rpomforge 139 k

Transaction Summary

Install 2 Package(s)
Upgrade 0 Package(s)

Total download size: 581 k



Downloading Packages:
(1/2):
1z0-2.04-1.el5.rf.x86 64.rpm

| 139 kB 00:01
(2/2):
openvpn-2.1.4-1.el5.rf.x86 64.rpm

| 442 kB 00:01

Total

187 kB/s | 581 kB 00:03
Running rpm check debug
Running Transaction Test
Finished Transaction Test
Transaction Test Succeeded
Running Transaction
Installing
lzo

1/2
Installing
openvpn

2/2

Installed:
openvpn.x86 64 0:2.1.4-1.el5.rf

Dependency Installed:
1z0.x86 64 0:2.04-1.el5.rf

Complete!
[root@vpn ~]#

5.0  O00000DOCOCDOCOdOdOdOdOdOdOdOdOiOiOiOiOioioibioioioUoUo0a



0000000000000O0 - /usr/share/doc/openvpn-2.1.4/

[root@vpn ~]# cd /usr/share/doc/openvpn-2.1.4/
[root@vpn openvpn-2.1.4]# 1s

AUTHORS COPYRIGHT.GPL PORTS README . plugins
ChangeLog easy-rsa README sample-config-
files

contrib INSTALL README . auth-pam  sample-keys
COPYING NEWS README . down-root sample-scripts

[root@vpn openvpn-2.1.4]#

6. OpenVPN [000000000000COO0DOODOOCD Certificate ([O0000O0
0000000000000000000000000000000 - Server [000 Client QOO00000OO
00000000000D000 - Cert  O000ODODOCODO DODODODODODODODOOOOOOOOO
0o

root@vpn openvpn-2.1.4]# cd easy-rsa/2.0/

[root@vpn 2.0]# s

build-ca build-inter build-key-pass build-key-server
build-req-pass 1nherit-inter Makefile
openssl.cnf README sign-req whichoopensslcnf
build-dh build-key build-key-pkcsl2 build-req
clean-all list-crl openssl-0.9.6.cnf
pkitool revoke-full vars

[root@vpn 2.0]# vi vars

7.0 000000000OD vars OO0000O0DCOOCOOCOO Cert  (DOOOOOOOODOOOO
00000000 00000R000000C000000C000) - 00000000000 vi 0000000000
000 DO000 eico [OOCO0OCOODCOOOCOOOOO0 OOODODOOODOOODCOODCOOOO
JO0OO0O0OOOtOoOOdOoOONOtOooO0Oon

# These are the default values for fields
# which will be placed in the certificate.
# Don’t leave any of these fields blank.
export KEY COUNTRY="TH"”

export KEY PROVINCE="Chiangmai”



export KEY CITY="Chiangmai”
export KEY ORG="RMUTL”
export KEY EMAIL="teppap@rmutl.ac.th”

S 20 I O W M M

[root@vpn 2.0]# chmod +x *

9.0 000000 Cert [00DOODODOOOCOOCODOOOODODOOODOODOOO - DOODOOO
000000000 O00000oodood  fodbbddbodbodbbddbodbodtbodboooo oo
JO0O000OO0OOOO0D DOOOOfOododo Doofdoditdodiditooditoodoooc

[root@vpn 2.0]# source ./vars

NOTE: If you run ./clean-all, I will be doing a rm -rf on
/usr/share/doc/openvpn-2.1.4/easy-rsa/2.0/keys
[root@vpn 2.0]# ./clean-all

[root@vpn 2.0]# ls -1 keys/

total 4

-rw-r—r— 1 root root O Feb 10 13:21 index.txt
-rw-r—r— 1 root root 3 Feb 10 13:21 serial
[root@vpn 2.0]# ./build-ca

Generating a 1024 bit RSA private key

................... R E s

R s

writing new private key to ‘ca.key’

You are about to be asked to enter information that will be
incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished
Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter “.’, the field will be left blank.

Country Name (2 letter code) [TH]:

State or Province Name (full name) [Chiangmail]:



Locality Name (eg, city) [Chiangmai]:

Organization Name (eg, company) [RMUTL]:
Organizational Unit Name (eg, section) []:RMUTL
Common Name (eg, your name or your server’s hostname) [RMUTL
CA]:vpn.rmutl.ac. th

Name []:vpn.rmutl.ac.th

Email Address [teppap@rmutl.ac.th]:

[root@vpn 2.0]# ls -1 keys/

total 12

-rw-r—r— 1 root root 1424 Feb 10 13:22 ca.crt
-rw—- 1 root root 891 Feb 10 13:22 ca.key
-rw-r—r— 1 root root O Feb 10 13:21 index.txt
-rw-r—r— 1 root root 3 Feb 10 13:21 serial
[root@vpn 2.0]# ./build-key-server vpn.rmutl.ac.th
Generating a 1024 bit RSA private key

S

At
writing new private key to ‘vpn.rmutl.ac.th.key’

You are about to be asked to enter information that will be
incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished
Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter “.’, the field will be left blank.

Country Name (2 letter code) [TH]:

State or Province Name (full name) [Chiangmail]:

Locality Name (eg, city) [Chiangmail]:

Organization Name (eg, company) [RMUTL]:

Organizational Unit Name (eg, section) []:RMUTL

Common Name (eg, your name or your server’s hostname)
[vpn.rmutl.ac.th]:

Name []:vpn.rmutl.ac.th

Email Address [teppap@rmutl.ac.th]:



Please enter the following ‘extra’ attributes

to be sent with your certificate request

A challenge password []:

An optional company name []:

Using configuration from /usr/share/doc/openvpn-2.1.4/easy-
rsa/2.0/openssl.cnf

Check that the request matches the signature

Signature ok

The Subject’s Distinguished Name is as follows

countryName :PRINTABLE: 'TH’
stateOrProvinceName :PRINTABLE: "Chiangmai’
localityName :PRINTABLE: "Chiangmai’
organizationName :PRINTABLE: "RMUTL’
organizationalUnitName:PRINTABLE: 'RMUTL’

commonName :PRINTABLE: "vpn.rmutl.ac.th’
name :PRINTABLE: "vpn.rmutl.ac.th’
emailAddress : IA5STRING: 'teppap@rmutl.ac.th’

Certificate is to be certified until Feb 7 06:23:57 2021 GMT
(3650 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/n]y
Write out database with 1 new entries

Data Base Updated

[root@vpn 2.0]#

[root@vpn 2.0]# ls -1 keys/

total 48

-rw-r—r— 1 root root 4200 Feb 10 13:24 01.pem
-rw-r—r— 1 root root 1424 Feb 10 13:22 ca.crt
-rw—- 1 root root 891 Feb 10 13:22 ca.key

-rw-r—r— 1 root root 148 Feb 10 13:24 index.txt

-rw-r—r— 1 root root 21 Feb 10 13:24 index.txt.attr
-rw-r—r— 1 root root 0 Feb 10 13:21 index.txt.old
-rw-r—r— 1 root root 3 Feb 10 13:24 serial

-rw-r—r— 1 root root 3 Feb 10 13:21 serial.old

-rw-r—r— 1 root root 4200 Feb 10 13:24 vpn.rmutl.ac.th.crt



-rw-r—r— 1 root root 745 Feb 10 13:23 vpn.rmutl.ac.th.csr
-rw—- 1 root root 887 Feb 10 13:23 vpn.rmutl.ac.th.key
[root@vpn 2.0]# cat keys/vpn.rmutl.ac.th.key

—BEGIN RSA PRIVATE KEY—
MIICXQIBAAKBgQC3FvBI9xhcMjFX1/H9cCA5fteVmHwu+BzioudyNMj33zRF11
WGK
wYmtplC2biSHtsm66y4JqE3t6/oNBhKHhtAwpYmDHuHXPol15VKmH/DkaeouR0
rbc
CYy/eFOdmKcOug0j4wWwjY7233611mKY5wM9acGyETbVQJioF1mjGV130TwIDA
QAB
AO0GAAzISLSTILXx5hfNU/YN17cO/+pBez2zrBUqdDLPFPigeAYTTKr0jPhdFGa
I/z
8LTVQYdWnjDqfmADXStYNC65h70h/L15n4jMInVLPf3R0B1zqGeP7k1ZuzfrQ
NmQ
yGs1870a3vDXUUiLsOA7GsQ4BvNnkb5acLCHjgnEYPoazgECQQDeHY4biDrwt
aBJ
CHKN1Do80h14RpV55pFB6kxtgi0@3XnixCjlwHEYM97Gklw37/MPoNfIs7gINL
DKy
MK2BvaDPAKEAOwWVHNKuh+1J3Y0sn1NO8OfZIdZvIKScp20DYDfGIFBaNcz33U
2qu
288ZmQb2rZNTqdEovP6Ico85VKKCw2099QIBAIIIXZcM7wqITzGARxzXEN3CF
296

755biluBwj lILLLUiymjA/IbTLuQojHGn6mIyH6bLxXAafSHg74KUFirGPQMCQ
ElWy
gpjoVkulnURnpxpJkGMQ41HICIYNI2fCEppYYpw97q5Xky77RC7Zsmy2vhcKi
CGY
scnqkAq2f4ucIDCHBwWECQQDIWXxF7c4QIFdar4ZwWUZGOuo7L0/dsjPiluygOFB
SA1

LOFAhiCH8ZRErTejC3mLB/HdYL43futnhvix/YEDqoxr

—END RSA PRIVATE KEY—

[root@vpn 2.0]# cat keys/vpn.rmutl.ac.th.crt

Certificate:

Data:

Version: 3 (0x2)

Serial Number: 1 (0x1)

Signature Algorithm: shalWithRSAEncryption

Issuer: C=TH, ST=Chiangmai, L=Chiangmai, O0=RMUTL, OU=RMUTL,



CN=vpn.rmutl.ac.th/name=vpn.rmutl.ac.th/emailAddress=teppap@r
mutl.ac.th

Validity

Not Before: Feb 10 06:23:57 2011 GMT

Not After : Feb 7 06:23:57 2021 GMT

Subject: C=TH, ST=Chiangmai, L=Chiangmai, 0=RMUTL, OU=RMUTL,
CN=vpn.rmutl.ac.th/name=vpn.rmutl.ac.th/emailAddress=teppap@r
mutl.ac.th

Subject Public Key Info:

Public Key Algorithm: rsaEncryption

RSA Public Key: (1024 bit)

Modulus (1024 bit):
00:b7:16:10:7d:c6:17:0c:8c:55:e5:fc:7f:5c:08:
Oe:5f:b5:e5:66:1f:0b:be:07:38:a8:b9:dc:8d:32:
3d:f7:cd:11:75:d5:61:8a:c1:89:ad:a7:50:b6:6¢€:
24:87:b6:c9:ba:eb:2e:09:a8:4d:ed:eb:fa:0d:06:
12:87:86:d0:30:a5:89:83:1e:el1:d7:3e€:8d:79:54:
a9:87:fc:39:1a:7a:8b:91:3a:b6:dc:09:8c:bf:78:
5d:1d:98:a7:34:ba:03:a3:el:6c:23:63:bd:b7:df:
ad:75:98:a6:39:¢c0:cf:5a:70:6¢c:84:7d:b5:50:26:
2a:05:d6:68:c6:57:5d:e8:4f

Exponent: 65537 (0x10001)

X509v3 extensions:

X509v3 Basic Constraints:

CA:FALSE

Netscape Cert Type:

SSL Server

Netscape Comment:

Easy-RSA Generated Server Certificate

X509v3 Subject Key Identifier:
9B:37:63:86:89:D8:F5:9A:D6:A4:5F:8A:50:3A:E2:67:25:0D:18:14
X509v3 Authority Key Identifier:
keyid:8A:E7:4E:11:35:25:94:5E:F8:D3:E9:62:8E:E4:7B:00:32:57:8
0:5F
DirName:/C=TH/ST=Chiangmai/L=Chiangmai/0=RMUTL/OU=RMUTL/CN=vp
n.rmutl.ac.th/name=vpn.rmutl.ac.th/emailAddress=teppap@rmutl.
ac.th



serial :FC:AQ:4D:C7:BE:EB:70:EA

X509v3 Extended Key Usage:

TLS Web Server Authentication

X509v3 Key Usage:

Digital Signature, Key Encipherment

Signature Algorithm: shalWithRSAEncryption
5a:13:d3:d6:95:8c:5€:38:0e:1c:7a:a2:5d:8f:e2:40:0d:ab:
5d:67:6b:bc:09:fe:bb:97:fc:35:d0:e4:76:e2:1c:6c:c8:75:
60:3f:44:€9:c2:ce:27:08:e4:18:b2:b2:5b:63:9c:6d:¢c5:36:
7f:5a:5f:d4:b3:dd:5€:21:35:04:09:¢c8:11:92:12:a7:64:50:
56:18:cb:4a:f2:8d:b5:6d:b0:11:db:b8:1d:bb:44:9b:ec:11:
99:27:3c:01:8e:b6:a6:b3:ba:26:d1:a9:69:cc:7d:31:2d:bc:
d4:57:10:89:3a:8a:02:a9:da:fc:ca:94:0e:b8:d4:ac:3c:00:

c3:ce

—BEGIN CERTIFICATE—
MIIETzCCA71igAwIBAgIBATANBgkqhkiG9wOBAQUFADCBrDELMAKGAIUEBhMCV
Egx
EjAQBgNVBAgQTCUNoaWFuZ21haTESMBAGAIUEBxMJQ2hpYW5nbWFpMQ4wDAYDV
Q0K
EwVSTVVUTDEOMAWGAIUECXMFUK1VVEwXxGDAWBgNVBAMTD3Zwbi5ybXVObC5hY
y50

aDEYMBYGAIUEKRMPdnBuLnJtdXRsLmF jLnRoMSEwHwYJKoZIhvcNAQkBFhJ0Z
XBw
YXBAcm11dGwuYWMudGgwHhcNMTEwWMjEwMDYyMzU3WhcNMjEwWMjA3MDYyMzU3W
jCB

rDELMAKGAIUEBhMCVEgXE jAQBgNVBAgTCUNoaWFuZ21haTESMBAGAIUEBXxMJQ
2hp
YW5nbWFpMQ4wDAYDVQQKEwVSTVVUTDEOMAWGAIUECXMFUk1VVEwxGDAWBgNVB
AMT
D3Zwbi5ybXVObC5hYy50aDEYMBYGAIUEKRMPdnBuLnJtdXRsLmFjLnRoMSEwH
wYJ
KoZIhvcNAQkBFhJ0ZXBwYXBAcm11dGwuYWMudGgwgZ8wDQYJIKoZIhvcNAQEBB
QAD
gYOAMIGIAOGBALcWBH3GFwyMVeX8f1wIDl+15WYfC74HOKi53I0yPffNEXXVY
YrB
1aZ2nULZulIe2ybrrLgmoTe3r+g0GEoeGODCliYMe4dc+jX1lUqYT8O0Rp61i5E6T



twJ
JL94XR2YpzS6A6PhbCNjvbffrXWYpjnAzlpwbIR9tVAmKgXWaMZXXehPAgMBA
AGj

ggF9MIIBeTAJBgNVHRMEA jAAMBEGCWCGSAGG+EIBAQQEAwWIGQDAOBglghkgBh
vhC
AQOEJIxYIRWFzeS1SUOEgR2VuzZXJhdGVKIFNlcnZlciBDZXJ0aWZpY2FOZTAdB
ghVv
HQ4EFgQUmzdjhonY9ZrWpF+KUDriZyUNGBQwgeEGAIUdIwSB2TCB1oAUiudOE
TUl
LF740+11ijuR7ADIXgF+hgbKkga8wgawx(CzAJBgNVBAYTALRIMRIWEAYDVQQIE
wlD

aGlhbmdtYWkxE jAQBgNVBAcTCUNoaWFuZ21haTEOMAwWGAIUEChMFUk1IVVEwxD
JAM
BgNVBAsTBVJINVVRMMRgwFgYDVQQDEw92cG4ucml1dGwuYWMudGgxGDAWBgNVB
CkT
D3Zwbi5ybXVObC5hYy50aDEhMB8GCSqGSIb3DQEIARYSAGVwcGFwQHItdXRSL
mFj

LnRoggkA/KBNx77rcOowEwYDVRO IBAwwCgYIKwYBBQUHAWEWCwYDVROPBAQDA
glg
MAOGCSqQGSIb3DQEBBQUAA4GBAFoT09aVjF44Dhx6ol2P4kANgllva/wd/ ruX/
DXQ
5HbiHGzIdWA/ROnCzicI5BiysltjnG3FNn9ax9Sz3V4vNQQJyBGSEqAKUFYYy
Ory
jbVtsBHbuB27RIvSEZKnPAGOtqazuibRQWnNMfTEtvNRXEIK61igKp2vzKlA641
Kw8

AMPO

—END CERTIFICATE—

[root@vpn 2.0]#

[root@vpn 2.0]#

[root@vpn 2.0]#

[root@vpn 2.0]# ./build-dh

Generating DH parameters, 1024 bit long safe prime, generator
2

This is going to take a long time

+4+ K44 K g

[root@vpn 2.0]#
[root@vpn 2.0]# ls -1 keys/



total 52

-rw-r—r— 1 root root 4200 Feb 10 13:24 01.pem
-rw-r—r— 1 root root 1424 Feb 10 13:22 ca.crt
-rw—- 1 root root 891 Feb 10 13:22 ca.key

-rw-r—r— 1 root root 245 Feb 10 13:25 dh1024.pem

-rw-r—r— 1 root root 148 Feb 10 13:24 index.txt

-rw-r—r— 1 root root 21 Feb 10 13:24 index.txt.attr
-rw-r—r— 1 root root 0@ Feb 10 13:21 index.txt.old
-rw-r—r— 1 root root 3 Feb 10 13:24 serial

-rw-r—r— 1 root root 3 Feb 10 13:21 serial.old

-rw-r—r— 1 root root 4200 Feb 10 13:24 vpn.rmutl.ac.th.crt
-rw-r—r— 1 root root 745 Feb 10 13:23 vpn.rmutl.ac.th.csr

-rw—- 1 root root 887 Feb 10 13:23 vpn.rmutl.ac.th.key
[root@vpn 2.0]#

[root@vpn 2.0]# ./build-key client
Generating a 1024 bit RSA private key
............. A+

. ++++++

writing new private key to ‘client.key’

You are about to be asked to enter information that will be
incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished
Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter “.’, the field will be left blank.

Country Name (2 letter code) [TH]:

State or Province Name (full name) [Chiangmai]:

Locality Name (eg, city) [Chiangmail]:

Organization Name (eg, company) [RMUTL]:

Organizational Unit Name (eg, section) []:RMUTL

Common Name (eg, your name or your server’s hostname)
[client]:



Name []:
Email Address [teppap@rmutl.ac.th]:

Please enter the following ‘extra’ attributes

to be sent with your certificate request

A challenge password []:

An optional company name []:

Using configuration from /usr/share/doc/openvpn-2.1.4/easy-
rsa/2.0/openssl.cnf

Check that the request matches the signature

Signature ok

The Subject’s Distinguished Name is as follows

countryName :PRINTABLE: 'TH’
stateOrProvinceName :PRINTABLE:’Chiangmai’
localityName :PRINTABLE:’Chiangmai’
organizationName :PRINTABLE: "RMUTL’
organizationalUnitName:PRINTABLE: "RMUTL’

commonName :PRINTABLE: 'client’
emailAddress :TA5STRING: "teppap@rmutl.ac.th’

Certificate is to be certified until Feb 7 06:27:42 2021 GMT
(3650 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/n]y
Write out database with 1 new entries

Data Base Updated

[root@vpn 2.0]#

10.0 Q[O0000000000000O Cert QO00000O00OOOOOOOOOCOODOOOOOO
/etc/openvpn/
[root@vpn 2.0]# cp -rf /Jusr/share/doc/openvpn-2.1.4/easy-

rsa/2.0/keys/* /etc/openvpn/

11.00 00O000000bODO000OCOOO0000bODO0000COD0O0000  server  QJOOOOO
0000 /etc/openvpn/



[root@vpn 2.0]# cd /etc/openvpn/

[root@vpn openvpn]# cp /usr/share/doc/openvpn-2.1.4/sample-
config-files/server.conf /etc/openvpn/

12.[] (000DODOOCODO000OO server.conf  (JO00000C00OCCOCODOCOCOCO
N T (000000D0DODO0DO0oo - 0o
00000 0 0000000000000 Oo0o0fddfOoddddddood  cert

0000000000)

# Any X509 key manateppapgement system can be used.

# OpenVPN can also use a PKCS #12 formatted key file

# (see “pkcsl2” directive in man page).

ca ca.crt

cert vpn.rmutl.ac.th.crt

key vpn.rmutl.ac.th.key # This file should be kept secret

# Diffie hellman parameters.

# Generate your own with:

# openssl dhparam -out dh1l024.pem 1024

# Substitute 2048 for 1024 if you are using
# 2048 bit keys.

dh dh1024.pem

13.0 000000000 openvpn [O000OOCOOOOCOOOOODOCCOOOOCOOC

[root@vpn openvpn]# service openvpn start

Starting openvpn: [
OK ]

[root@vpn openvpn]#

15.0 000000000 Interface OO000OCOO00OCCOO0 Tun O000OCOOOOOOO

[root@vpn openvpn]# ifconfig

etho Link encap:Ethernet HWaddr C2:DE:48:D6:36:24

inet addr:192.168.1.10 Bcast:10.0.1.255 Mask:255.255.255.0
inet6 addr: fe80::c0de:48ff:fed6:3624/64 Scope:Link



UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:76748 errors:0 dropped:0 overruns:0 frame:0
TX packets:8380 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:6582338 (6.2 MiB) TX bytes:997841 (974.4 KiB)

lo Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:8 errors:0 dropped:0 overruns:0 frame:0
TX packets:8 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:560 (560.0 b) TX bytes:560 (560.0 b)

tuno Link encap:UNSPEC HWaddr
00-00-00-00-00-00-00-00-00-00-00-00-00-00-00-00

inet addr:10.8.0.1 P-t-P:10.8.0.2 Mask:255.255.255.255

UP POINTOPOINT RUNNING NOARP MULTICAST MTU:1500 Metric:1

RX packets:0 errors:0 dropped:0 overruns:0 frame:0

TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:100

RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)

[root@vpn openvpn]#
16.0 0O000O00DOOOOOODOOOOO uTe 1194 (DO0O0O0COOOOOODOOOOOOCO

0000000000000 iptables -F  O00000000000000COOCODOOD0O00O0COOO
0ooa

Oo0od0tooiodooooootog

1.0 0O00000DODDDOoooooo openvpn  client  [O000000000000000
http://openvpn.se/download.html (OO0000O0O00O0 openvpn-2.0.9-

gui-1.0.3-install.exe [O0000000)

2.0 J000oooOooooOotboooOootoooboooooona

3.0 00000 windows explorer [O00000O0O C:\Program


http://openvpn.se/download.html

Files\OpenVPN\sample-config

4.0 [000000OO0OODOOO client.vpn [O0000000000 C:\Program
Files\OpenVPN\config

5.0 0000000000000 client.crt , client.key [O000 ca.crt OO0

joooopibibtobobioibibubibobobioubiouoon C:\Program
Files\OpenVPN\config
6.0 gogbooooiiooooooooo C:\Program

Files\OpenVPN\config\client.vpn [O0000000 text editor [0
O0000000C0OO00000000O

# The hostname/IP and port of the server.

# You can have multiple remote entries

# to load balance between the servers.

remote 192.168.1.10 1194 00000000000 192.0168.101.

10 JJ000OODOO00OOCDOOOO0OOOCOOOOOOO
,remote my-server-2 1194

# SSL/TLS parms.

# See the server config file for more
# description. It’s best to use

# a separate .crt/.key file pair

# for each client. A single ca

# file can be used for all clients.

ca ca.crt 00000000000000 doooo- 3
00000 DOoOOtOtObOOtObdddOtObdobOdioOnE server



cert client.crt
key client.key

7.0 0000 system tray [00000000COCOCO0 openvpn QO0O0OOCOCOCOOO
000000 connect

8.0 [000DODODUODOOODOODODOD DO000UODODODUODOOO0O openvpn (OO0
JO0000000O000OD  OodododitititititotOboioioidoOooododododod

Connect
[hscannect

Show Status

Yiew Log
Eclit Canfig

Change Password

Proxy Settings

About
Exit
Customize..
rnet | Protected Maodebowm g r HUE: -

L

EX Administrater: Command Prompt

Microsoft Windows [Uersion 6.1.76801]
Copuright <c? 200? Microsoft Corporation. All rights reserved.

C:~UserssAdministrator>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection 2:

Connection—specific DNS Suffix . =
Link—local IPvb Address . . . . . = fel8B::dBeP:c148:F42:151hx23
IPuv4 Address. . . . . . . . . . . = 18.8.8.6

Subnet Mask = 255255 _ 255 252
Default Gateway H

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . : pmutl.ac.th
IPv4 Address. . . . . - - . . . . = 18.3.6.52
Subnet Mask 255 255 .255.8
Default Gateway : 18.3.6.254

Tunnel adapter isatap.rmutl.ac.th:



http://noc.rmutl.ac.th/main/wp-content/uploads/2011/02/vpn01.png
http://noc.rmutl.ac.th/main/wp-content/uploads/2011/02/vpn02.png

O000000000000000000000  Linux

Command

N M
JO0000000000ROCO0O0DODOEO0O0D - Oo0oooododooooo

( .1 000000000 000000000000000000 Linux 00000
' \ restore [00000000000000000000000 000000000
’.

J00000000DO0bO0oDOOboOooO - OObbodbodtboooooo
000000000D0O00O000000O DOooo SsCSI QUod RAID QOO
0000 0000000 HD QodbddbdbbidbbdobooD Dooodoo
00000 Text mode 0000 O0UOOOOOCOOCOOOCOOOCODCDOCOOCOOO O (O0OOOO
000000C0000000000 0O0000DO00000R000O000 O00tO0o00ot00oCooooO)

JO00000COCNO0O0OOOOOODODODODODODOOOOOOOROREORORO0OdO0O0D - DooooE
JO000000D0ODOO0O0ORODUODODOO0OROO0O00an

0O0000000O0DORONO0DORO0OODORO0OOROUOdOORONOODOROUOODOR00D0O0T
0U00R00000D0RO0R00D0DO0R000O0 -+ DObodtoobotootodbotbobotoooooo
Linux Command [000 0000000OCOCO00O0CODO00OOCODODOOCOOODOOCOOO0
00000000000000000 O 000000 00000000 DODOD000DO0O Trash-Cli
Ooood

root@Linux:~# apt-cache search trash-cli
trash-cli — command line trashcan utility
root@Linux:~# apt-get install trash-cli
Reading package lists.. Done

Building dependency tree

Reading state information.. Done

The following packages were automatically installed and are
no longer required:

binutils-static

Use ‘apt-get autoremove’ to remove them.

The following NEW packages will be installed:


https://noc.rmutl.ac.th/main/%e0%b8%aa%e0%b8%a3%e0%b9%89%e0%b8%b2%e0%b8%87%e0%b8%96%e0%b8%b1%e0%b8%87%e0%b8%82%e0%b8%a2%e0%b8%b0%e0%b8%aa%e0%b8%b3%e0%b8%ab%e0%b8%a3%e0%b8%b1%e0%b8%9a-linux-command/
https://noc.rmutl.ac.th/main/%e0%b8%aa%e0%b8%a3%e0%b9%89%e0%b8%b2%e0%b8%87%e0%b8%96%e0%b8%b1%e0%b8%87%e0%b8%82%e0%b8%a2%e0%b8%b0%e0%b8%aa%e0%b8%b3%e0%b8%ab%e0%b8%a3%e0%b8%b1%e0%b8%9a-linux-command/
http://noc.rmutl.ac.th/main/wp-content/uploads/2011/02/recycle.jpg

trash-cli

0 upgraded, 1 newly 1installed, 0 to remove and 23 not
upgraded.

Need to get 0B/14.5kB of archives.

After this operation, 143kB of additional disk space will be
used.

Selecting previously deselected package trash-cli.

(Reading database .. 81890 files and directories currently
installed.)

Unpacking trash-cli (from ./trash-
cli 0.10.r55-0ubuntul all.deb) ..

Processing triggers for man-db ..

Setting up trash-cli (0.10.r55-0ubuntul) ..

Processing triggers for python-support ..

root@Linux:~#

000000000000000000 Alias O0O00000COO0COOOOCOOOOO

root@Linux:~#alias rm=trash

N000000000000000000000O00000O0d0OOOO00OOO00OnOoOOOoo - o0oooodo
00000 12345.0txt QOO0000000 /root/12345.txt

Ooddgoooboddogobbooodooggoboto - rm - OQOO0O0000OCOOOOO rm
/root/12345. txt

root@Linux:~# touch 12345.txt
root@Linux:~# ls

12345, txt

root@Linux:~# rm 12345. txt
root@Linux:~# ls
root@Linux:~#

Ho0oOOtobiotitobdotobioditobbotitobdotooiodoooodotoon
000000000C000000000000C0000000000000000000  restore-trash (00



0o

root@Linux:~# restore-trash
0 2011-02-07 08:46:23 /root/12345. txt
wWhat file to restore [0..0]: 0 <~ 000000000 D000 OOOOOOOOOO

OO0000000000000000 restore
root@Linux:~# ls

12345, txt
root@Linux:~#

JO000000O0000O0  OoObdbdbibtbdbdbdbdbdbbototooota

Openmeeting 0000 Active
Directory

* [00000CDO0O0DO0CO000CD000 8 O0obbootooo of(ooo
=  [000000000000000000000000000) 000000000000
I’ Openmeeting JO0O0O0O0O0O0O0OO0O Active Directory
O0000000000000000000000 0000dddoooooooo  ooodd
00000000 do0O00ddttboddddtbobbdddttbbddddonoooa
goooooooon doobooobobooooboo doooc  dooo
openmeeting [O000000000000CO0O user QOOOO Active
Directory [O0000000000000O0O0 (OOOOOOOOOCOOOCOOOOOO0COOOCOOOOOO0
0000 SIP 000000CDOCO00000000 Oo0OCOOoO00O00O ocs )

openmeetings gooooooo gooooooooooooon

openmeetings 1 4 rcl r3326.zip

00000000000000000000000000 Ubuntu Server 9.04 32 bit

000000000C000000000D0000000000000  openmeeting O000C0IOCOOOOOOO
JO0O0000OOORODOOOOoOO0OOCOO0


https://noc.rmutl.ac.th/main/openmeeting-%e0%b8%81%e0%b8%b1%e0%b8%9a-active-directory/
https://noc.rmutl.ac.th/main/openmeeting-%e0%b8%81%e0%b8%b1%e0%b8%9a-active-directory/
http://noc.rmutl.ac.th/main/wp-content/uploads/2010/08/images.jpg
http://openmeetings.googlecode.com/files/openmeetings_1_4_rc1_r3326.zip

** 0000000000 0000oooooobooooobboooopn - red5  QoOOODDO
/usr/share/ [0000000000CO0CO0000 OO0OCOOCOODOOOCOOCOOCOOO0OOO

oooa
1.0 goooodoooouooouooouoooooo

/usr/share/red5/webapps/openmeetings/conf

0000000000000CO000CO0000000000000 - 0000000C0O000000 om_ldap.cfg

root@meeting:/usr/share/red5/webapps/openmeetings/conf# Ls
any hibernate.cfg.xml log
postgres hibernate.cfg.xml

hibernate.cfg.xml mysql hibernate.cfg.xml
sample openldap om ldap.cfg
install.xml om ldap.cfg

2.0 0000 vi 00000 text editor OUO000DOCOC0O0 ODOCOOOOOOOOOCOCOOO
om ldap.cfg

3.0 0000000DOODOOCOO0OD0OO0OOO0OOo0O
ldap server type=AD
ldap conn url=ldap://192.168.1.1:389
ldap _admin dn=domain\admin-name
ldap passwd=password

ldap search base=0U:user accounts,DC:domain,DC:local *x

NN Y2 N
N00000000000 cn:Users, dc:domain, dc=1local

field user principal=userPrincipalName
ldap auth type=SIMPLE
ldap sync password to om=yes

4.0 0000D0ROOD O Do0oooboobobodbooooobobidbooooo  O0ooooooo
Oo0oo0on



5.0 000000000 DOO0COO00ODCOD openmeeting [O0OOOC0CCOOCOOCCOC
000000000000O000 Administration —> Ldap

6.0 000000000C0ODDO0DO0D00bO0RoOO  Dbomain  [UO00DOODOOCOOO
(J00000DO0D00D0O0ODO0RO00000000C0000000000 - 000000D00CO0000000.
0 000000000 om_ldap.cfg)

Home | Recordings | Rooms | Administration |

0-500f1 G E: :| 5% ﬁ@‘@
1D | Name | Config File |

1 |rmutl.local |om_Idap.cfg |[Z] Ldap Config
Name |rrr|ut|.|0c:a|
Enabled [
Inserted Tue Aug 31 16:27:01 GMT+0700 2010
Inserted by firstname lastname[teppap]
Updated Tue Aug 31 17:28:08 GMT+0700 2010
Updated by firstname lastname[teppap]

6 The config files are in the same folder as the hibernate.cfg.xmi.
You need to manually upload the files to this folder. Changes to
the config file are immediately online.

Caonfig file name om_ldap.cfg

@ If you enable "Add Domain to username” the value of the field
"domain" is added to each login that the user enters in the login
baox. This is useful if the Login in the Ldap is stored including the
domain name. Example: User enters "hans" domain is specified
as "localhost.com”, login that is verified against Ldap is:
hans@locathost.com

JO0000DO00OCOoOOOOROO0G

name [000 O0O0000ODOOODOOOOOOOCDO0OODOOOODOOO OO0dboddbooodoo
Jo00000000OCOo0a

config file name [O000 0O000COOOOOOUOCODOOOOOOOCODOOO Udap QOOO
0000 om_ldap.cfg  (QJOODOO0OO OOOO0OCCOOOOOOOCOOOOOOOOODOOOOO
000000000 hibernate.cfg.xml)

Add Domain to wusername [JO00000000000000000O0O0OCOO0OC OQOOO
000000C000000C000000000000000000D - (Dbomain)  O00000O0OOCDOOCOO
00000 username [00000000C00000O0 username@rmutl.local (000000
00000000 COO00O0OCO0DO0O0OCOODOoOCOODO0OCOODODOD0C00Oo0

Domain (000 O00O0000OCOOCOOCO0COOCODOODO0COOCO DOOCODOODOODOOO


http://noc.rmutl.ac.th/main/wp-content/uploads/2010/08/domain01.png

000 U00000OOOOOO0O0O0O  Ab - Ood0odOodOodOoooood

7.0 00000DORO0DODDORO0DOODORO0ROODODO0tOooon - Dooboobotoooo
00000 om_ldap.cfg [O0000U000OOCODCO DOOCOOOODOOCOOCODOOOOOCOOO
0000 00000000000 0 00000 000000000000000000 Config file name
JO0000OROROoOOOOOOOOOOOOOOOOOOOoODObObibUbobOo0od

8.0 0000000 restart service (000 red5 J0000000O0

9.0 ([0000DDOODOODOOLOObOObOOboOboobbobbobootoo - O0bodbooo
000000 00000000000000 DODODO 0000o0o0oooooooog bomain OO0
NN T
Oo0oooon

Username or email |’EE51ILIEEF

ook ek
Password |

Language | english

3]
Color-Style | lightsteelblue | :|
3]
B

Quality | hest ~ 16KE upload
Domain | rrutl.local
[L] rRemember login
Sign in |
Forgotten vour passward? visit OpenMestings

10.0 [000000OOCORODOOCORODODOORODODUORODOD0ODOD0OD0O0D - boRoooa
0000000CO00DO00D  DO00CO00DO00CO00DO00DO00D0000000  tdap 000OOOO
00000 user & password (000000000000 O0O0OO0O O0ODODOCODOCOCOO
0o000000000o00

** 0000000000R00000O0 teg 0OOOOOOOD DOODODOODOOCOODOOCODOOCOO
0o0o00oooon



http://noc.rmutl.ac.th/main/wp-content/uploads/2010/08/domain02.png

JO0odoood  MMCe 0ood Remote

Desktop
O00000000000000000D00000C0D000000000000000000000
O0000000000000000R00000000000000000000000000 000

EE;; O000000000OD0000DO000O000CDO0OCDO00C00000000

000000C0000000000D0000o0000000 . 20-30 0oooooooo
femete.mse JO0000DODOOCOOOOOOROOOO0OO0 U fOddodoodod boodo
JO0000o000ODO00O0OR0O00OC

00000 O DOOfOoOfdOtOfdifofdbditdbditobdiditdbditoodotoo0oa
(remote desktop) [O0000CO0O0U0OCOOO0 OOOOOCOOOOOOCOOOOOOCOOOCO
JO0O000OOOOCOOOOUOCOOOOOOO0 botOododitdodotootod foodotoooa
000000C000000000000 O DODO000OOD 1e — 260 00000000 0oopoooooo
0000000 0 0000 0 (0000000000C0)  000R000C00od0oCo0o0oooOoon
00000 fOfOOfOfObdOtObidditObditotioiotoooo Oodbditoododotoooa
0000 remote desktop OUIOCIOOUOOCOOOCOOCO OOOOOOOO MMC
(Microsoft Management Console) [O00000O00O00O0U0COOCOOCOOCOO

NN N
1. Windows 7 64 bit ( XP [JUO0O000OCO0OOC0 O 00ODOOOOCOOOCOOOOCO)

2. Remote Server Administration Tools for Windows 7 ([0

0000000000000CO000CO00000000000000000 00000 32,64 bit)

OO000000O0OCOo0O0Oo0Oa

1.[0 00000000000 Remote Server Administration Tools for Windows

7 00000000000
http://www.microsoft.com/downloads/details.aspx?FamilyID=7D2F6

AD7-656B-4313-A005-4E344E43997D&displaylang=en#filelist [
NOO000000000OOOONDOO0OO00dbbObOOOODOOOOOOOOdObdbOOOiOtOLOoa



https://noc.rmutl.ac.th/main/%e0%b8%aa%e0%b8%99%e0%b8%b8%e0%b8%81%e0%b8%81%e0%b8%b1%e0%b8%9a-mmc-%e0%b8%95%e0%b8%ad%e0%b8%99-remote-desktop/
https://noc.rmutl.ac.th/main/%e0%b8%aa%e0%b8%99%e0%b8%b8%e0%b8%81%e0%b8%81%e0%b8%b1%e0%b8%9a-mmc-%e0%b8%95%e0%b8%ad%e0%b8%99-remote-desktop/
http://www.microsoft.com/downloads/details.aspx?FamilyID=7D2F6AD7-656B-4313-A005-4E344E43997D&displaylang=en#filelist
http://www.microsoft.com/downloads/details.aspx?FamilyID=7D2F6AD7-656B-4313-A005-4E344E43997D&displaylang=en#filelist

Files in This Download

The links in this section correspond to separate files available in this download.
Download the files most appropriate for you.

File Name: File Size
amd&4fre_GRMRSATX_MSU.msu 222.1 MB
%86fre_GRMRSAT_MSU.msu 215.1 MB

2 OO O O W MW
Oo000000oO0oOoOOG

3.0 J0000ODOOCDOOOOOCDDOOOOOODOOODOOOOOODOO Remote admin {000
00000000000 Control Panel — Programs and features

. RYET _? Mouse

- Performance Information
|

. Parental Controls
-%' and Tools

}I:j Programs and Features @ QuickTime (32-bit)

Programs and Features
Uninstall or change programs on your
computer.

E i Taskbar and Start Menu Troubleshooting

‘Rﬂ- Revo Uninstalle

4.0 00000OCODOCOODOOO0O 0ODOCOO0O0000O Turn Windows features on
or off [00O0U0 000000 Remote Desktop Services Tools [O0000O0


http://noc.rmutl.ac.th/main/wp-content/uploads/2010/07/adminpack01.png
http://noc.rmutl.ac.th/main/wp-content/uploads/2010/07/mmc04.png

&;“ T K4

v| b Control Panel » All Control Panel Iterns » Programs and Features

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Chanc

il sl
Windows Features @M

Turn Windows features on or off (7]

'@' Turn Windows features on or
off

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

=0 . Remote Server Administration Tools -
' [[] || Feature Administration Tools |
= [@ |, Role Administration Tools
[7] . Active Directory Certificate Services Tools
[C] |, AD DS and AD LDS Tools
[C] || DHCP Server Tools
DMS Server Tools

m. |

. File Services Tools i
| Hyper-¥ Tools

rdllf 5 Femote Desktop Services Tools i

[7] . Server Manager
[C] 1. RIP Listener o

=
EOOO

| ok || concel |

= !

5.0 000000O00OCOOOCDOoODODOOoODOo00ODoOD myC 00000 U 0o00o0O
00000 00000000000000 start —> 000000000 search (JOOOCO mmc
Oo0Of0oiodOtObdotooiodoooo0a

6.0 0000000000 File — Add/Remove Snap-in..


http://noc.rmutl.ac.th/main/wp-content/uploads/2010/07/mmc05.png

Consolel - [Console Root]

@File]hction View Favontes Window Help

< New CtrieN |
== Open... Ctrl+0
i Save Ctrl+5
Save As.. There are no itermns to show in this view.
Add/Rernove Snap-in... Crl+M
Opticns...

1 CAWindows\..\eventvwr.msc

2 CAWindows'system32wf.msc

3 CA\Windows\..\compmgmt.msc
4 ChA\Windows.. Ataskschd.msc

Exit

7.0 000000000O0O0O Dooo seap-Ins OO0O000COCOOOOCOCCOODOCOCCCO
000000000000000O0000000000000 Remote Desktops [00000COOOOCOO
000000 Remote Desktops [00I000000COOCCO Add >

r B
Add or Remove Snap-ins - @

You can select snap-ns for this console from those available on your computer and configure the selected set of snap-ns. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ns: Selected snap-ins:

Snap-n vendar - [ Console Root Edit Extensions. ..

ZE[NAP Client Configur... Microsoft Cor... ,@Remot& Desktops —

'@I}Performance Monitor  Microsoft Cor... -

'@Print Management Microsoft Cor...

" |Remote Desktop Ser... Microsoft Cor,.. Move Up

BB Remote Desktops Microsoft Cor... Vove D

=/ Resultant Set of Policy MicrosoftCor... B

i:_l, Security Configurati... Microsoft Cor...

i:_l, Security Templates Microsoft Cor...

4 Services Microsoft Cor... |-

[ shared Folders Microsoft Cor...

I{E—_-",.'Taslsz Scheduler Microsoft Cor...

ﬁ TPM Management Microsoft Cor... [

g‘;ﬁﬁnduws Firewall wi... Microsoft Cor...  _ Advanced. ..
Description:

Allows you to connect to remote computers

(04 ] [ Cancel



http://noc.rmutl.ac.th/main/wp-content/uploads/2010/07/mmc02.png
http://noc.rmutl.ac.th/main/wp-content/uploads/2010/07/mmc07.png

8.0 0000 Console Root [O000I0OCO0 Snap-In O000000COOOOCOOOOO
00000000000000 Remote Desktops O00OOOCCOO00000COOCCCOCOOO Add

new connection...

IS

E Consolel - [Conscle Root\Remote Desktops]

File Action View Favorites Window Help

&= |20 = HE

| Console Root
:@ Remote Desktops
Add new connection...

Mame

View 2

Mew Window from Here
Mew Taskpad View...
Export List...

Help

There are no iterr

9.0 000DOOOUOOoDOOOoOOUoOoOoOoooD dootodotobtdobtoodtooiooona
000000O00000OO0OD Oo0OfObtObdobiidiodiddidooooodn Remote

Desktop

Connection
Computer name or IP address:

|1I}.3.E.12 Browse...

Connection name:

Add Mew Connection liléj

|1I}.3.E.12

[v Connect with /admin option

Logon information

Username:  myusemame]

You will be asked for credentials when you connect.
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Package: xkb-data-grave

Status:  Error: Wrong architecture 'i386"

Description | Details | Included Files

Grave Switches layout with X11 keyboard system(XKB).
This package Develop for Ubuntu 8.10 (Intrepid Ibex).
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0000000000000000 [download id="29"1) OO000000O00000000000C0OCOCO
JO0O00O0OOORODOOOROOOOROOOONODOOOOCOOOODOD0O0OE

JO0000000O0OOROOODOROOOODOtOOOOoODO0o0DOT - bododbo0od - grave-
key.tar.gz [0000000CO00CO00COO0COO0COOOCO0OCO00CO00CO0000O00000
grave-key [00000000O00DOCOCOOCODODORODO OOOCOCOODODODOCDOO
script.sh [O00000000O00O0O0 root QOUOODODODOCOODOO Terminal
00000000000 DOOO000



File Edit View Go Bookmarks Tabs Help

% ¢ &= B Q

Up Reload Home  Computer Search
| | f,| Location: |/home/teppap/Desktop/grave-key | S 50% @& |ListView
Placesw 3¢ | Name v | Size Type Date Modified Pe
5 teppap b [ rules 5 items folder Wed 09 Dec 2009 10:16:34 PM ICT dnv
&= Desktop b ] symbols 1item folder Wed 09 Dec 2009 10:16:34 PM ICT dn
[ File System b & xkb 1item folder Wed 09 Dec 2009 10:16:34 PM ICT dnv
Network || script.sh 119 bytes shell script Wed 09 Dec 2009 10:41:44 PM ICT -m
] ccueso_umMsD a
{5 Trash
£ Documents Q
3 Music
£ Pictures
=i Videos
3 Downloads

| | 1 m

4 items, Free space: 109.3 GB

1.0 00000 Terminal (0000000 OOCOOCOOOCODOOOCOOCOOCOOO Root QOO
Oo0odooooooo - suw = O000000OC000OOOCOOOOCOOOOOOOCOOOOOOCa

2.0 00000000000000000000 grave-key (OO00000000000000 Desktop)
N0000000000 cd /home/teppap/Desktop/grave-key/ ** teppap

000000000 user

3.0 00000000000R0R000000 script.sh O0000000000000000COCO0 0OO
000000000000 chmod 755 script.sh

4.0 00000000O000O0O0O Script Q(OO00000 OOOOOOOOOOCOOOOCO
/script.sh


http://noc.rmutl.ac.th/main/?attachment_id=739

File Edit View Terminal Help

~ % su -
Password:

( Today is what happened to yesterday. )

(Y )

()~*~()

(_)-0)
prasert-mint -~ # cd /home/teppap/Desktop/grave-key/
prasert-mint grave-key # ls
rules symbols xkb
prasert-mint grave-key # chmod 755 script.sh
prasert-mint grave-key # ./script.sh 3
prasert-mint grave-key # [

Ll ]

5.0 O0oooooooooooooooooooooooooooooD - foooooooood: menu —>
Control Center — Keyboard — Layouts —> Layouts Options

General | Layouts | Accessibility Mouse Keys | Typing Break
Keyboard model: Generic 105-key (Intl) PC
Separate layout for each window
Selected layouts:
Layout Default
USA O
Thailand )]
Remove Print Add... |HesettDIDeiauﬂs
| Apply System-Wide... || Layout gptiws... |

Type to test settings: [ l




06.0 00000000CO000COD00DO0000000D Grave switches layout

] Both Shift keys together change layout.

] Both Win-keys switch layout while pressed.

[] CapsLock key changes layout.

[] CapsLock switch to first layout, Shift+CapsLock switch to last layout.
[ Ctri+5Shift change layout.

| Grave switches layout

[ LCtrd+LShift change layout.

[] Left Alt key changes layout.

[ Left Alt key switches layout while pressed.

[ Left Ctrl key changes layout.

[ Left Shift key changes layout.

[] Left Win-key changes layout. -

Help Close

7.0 D0000000ODO0OCO0DO00O0 (00000 O O000000000000000000 tinux
mint 7 amd64 [JOO00C0OOO0 OOOCOOOODOOCODOOCO mint 8 0000000000
0000000000000C0O00000000O)
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00000 0000000 9015 KB
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0000000000000CD000000000000000 = Windows Server 2003; Windows
Vista; Windows XP Service Pack 2 (QU0O0O00O0O0OOOOO 7 0O0OOOOOCO
000000000000)
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Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
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Office
Office
Office
Office
Office
Office
Office
Office

Access 2007
Excel 2007
InfoPath 2007
OneNote 2007
PowerPoint 2007
Publisher 2007
Visio 2007

Word 2007

1 i m W aoo
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Save a copy of the document

F] Word Template

5ave the document as a template that can
~ be used to format future documents,

1=
£

Word Document
Save the file as a Woard Document.

[l
=

(%]
]
=
w

&y Word 97-2003 Document
= | Save a copy of the document that is fully

compatible with Ward 97-2003.
E‘l’:'—'.‘l

l~ PDF or XP5

| .!: Publish a copy of the document as a PDF or
XP5 file.

-

OpenDocument Text

Save the document in the Open Document
Format.
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—J Other Formats

Open the Save As dialog box to select from
all possible file types.

EéE'f' Publish »

| AaBbCcDe || AaBbCcDc Az

|;=f|||év _'| TMormal | T Mo Spaci.. He

Paragraph L]

NAABNLNNT 1E911s save as pdf

| 2] Word Options | | X Exit Word
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Jood 3

00000000000000000000D  Conficker Q0OOOCOOO O OO
0000000000 fO00bOoodboobot  fodbdbodbdobdbodoooo
0000000  DOObodoootbodoodboooo  dodbodtbodoodoo
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JU00bO0b0obObodtoobooioot - Oodobdbodbddbdtbidtodbdtbobodoooooo
JO000000RO0UDOObO0bO0bOOobOoood - DOdbdobodbodtibdtbdoboobooo
Jo0000000C00O0O0O0O0D0D0D0OD0D0OD - OiOOoObObdbdbdodooooiooooooo0
0000 conficker [JO0U00UOCOCOCO O0ODODOD DO0ORO OO0OOOOCOOOCOCOO
00000000  O0bD0dbodbodbootbodbodt - bhodobbddbodbodbbdobodbooo
Ooboodbbodtboood - Ootbootboodbbodbbodbbodbbooooo - Dooddboooo
00000000000D000000 - 00000 0000booboobboobodbooboobo - (ooo
000000C0)  0ORO00CO0000ODO000O0ORO0OCOOo0OODO00000R00o0O

00000000  000000C0D0000C00000000D0000 - Conficker [O0OCODODOOO
(0000000000DO000U00C0) bUDOROoOo0oa

0000000000C00C00C00000000000  0B0020000000000000000__Conficker
0000 00000000000000000000000000000000 _Kido , Conficker

000000000CO000000000000000000 - conficker QOO000U0D0OOCOOCOOOO0OOO
system32 [00000000000D0O0D0O0DO0OCDOODOO0 DO0ODOODDO  0ooobooo

00000000000000000000000000000 - kk.exe  (O000000000000000000
0000000000000000000000000000000000000000).  D00000OODOO00000

JO0O0000O0OCOO0O0OD DOOfOOdOdoooodo booodooo

kk.exe -f -r -y -a

oo | 2 WINDOWS! system 325 cmnd.exe

Dz~ xdir
Uolume in drive D has no lahel.
Uolume Serial Mumber is 6241-647E

Directory of D:s

11:22 AM <DIR> 2883-64
11:29 AM 14,134 6468 20803-64.=ip
11:26 AM <DIR> clean—conficker
A?:18 AM <DIR> diagtool
Ai:83 FHM <DIR> IBM Director
B2:42 PM 178,448 KK.exe
11:24 AM 165.754 KK _v3i.4.6.2dip
B2:54 PM <DIR> LevelOne
a2:52 PH <DIR> Leve10nw
B3:51 PM <DIR> Omnivista
Bz2:86 FHM <DIR> Share
12:85 PM <DIR> SmartUPS
A?:54 AM <DIR> TippingPoint
a2:82 PH <DIR> Trend Micro
18:82 AM <DIR> Windows28A03_x64
3 File<s> 14,478,834 hytes
12 Dird<s>» 17.663.885.312 hytes free

Disrkk.exe —f —» —y —a
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http://noc.rmutl.ac.th/main/?p=336
http://support.kaspersky.com/faq/?qid=208279973
http://support.kaspersky.com/faq/?qid=208279973

0000000D0DOOD0ODODUODOODODUOD0ODoD0000D  15-30 000000 Dooooooo
JO00000000ODO00O0Oa

co | CH WINDOWS system32h cmd.exe
scanning modules in explorer.exe...

dizabling autorun on all drive types

scanning CasWINDOWSssystemd2 ...
CisWINDOWS~systemd2~paalyg.dll infected Met—Vorm.Win3d2.Kido ... cured
i C:sProgram FilessInternet Explorers ...
:w»Program Files“Movie Maker~ ...
»Program FilessWindows Media Plavers ...
wProgram FilessWindows NI~ ...
s»Documents and SettingssteppapsApplication Data ...
é\DOGUHE”i\teppap\LOGHLS”i\Temp\i\ -
H
| L

Infected johs:
Infected files:
Infected threads:
Spliced functions:
Cured files:

Fixed registry keys:

L=l SR ]

Dizv>»

JO0O000OOOODOO0OOOCOOOODOOOONOOOO0OOO U dooOodotoooodoa

Switches to run the utility KK.exe from the command prompt:

Switch Description
-p <scan path> scan a defined folder
-f scan hard disks, scan portable hard disks
-n scan network disks
-r scan removable drives
-y end program without pressing any key
-s silent mode (without a black window)
-1 <file name> write info into a log
extended log maintenance (the switch -v
-V works only if the -1 switch is entered in
the command prompt)




restore the services
 Background Intelligent Transfer Service
(BITS),
* Windows Automatic Update Service
(wuauserv),
« Error Reporting Service (ERSvc/WerSvc

-X restore display of hidden system files

—-a disable auto start from all drives

mode to monitor threads, tasks, services.
When in this mode, the utility constantly
resides in memory and will periodically
—m perform scans of threads, services, and
scheduler tasks. If an infection is
detected, it will perform disinfection and
continue monitoring.

restore the registry branch SafeBoot (if
-j the registry branch is deleted, computer
cannot boot in safe mode)

show additional information about the

utility
| T |
conficker (0000 0O000000000000CCOOOOOO0O OOOCOOOCOOOOOOOOCO
Ooodootpdbooptbobotbdbbobodbobotbdbbindboo - bopobooodg - boo
O000000doonoooddooono - dodooood - doooogdddoooooooioionooooor
0000 Kido , Conficker [O00000000 (OO00000000OCCOOOOOOOOOOO
O000000000000C0000000000)

-help

wordpress 0000 active


http://noc.rmutl.ac.th/main/?p=336
http://noc.rmutl.ac.th/main/?p=336
https://noc.rmutl.ac.th/main/wordpress-%e0%b8%81%e0%b8%b1%e0%b8%9a-active-directory/

directory

0000000000000000R000000C0000000 - **0000000000000000
000000 LDAP 00000000 Moodle” [OO00 “0O000 Data
Mapping [[J Moodle"” QO00000OCOCO moodle QOOOOOOOC
user [J000 Active directory (0000000000000 0OOOO
0000 fObdodoftotoobodobon botoodbditibobdiditoooooa
0000 CMS 00000 0 0000CO00OOD wordpress (0000  OOOCOOOCOOOOOO
00000000000000000000000000000  LDAP 00000000 WordPress {000
000000000D0000OROD00000D0. DOoooo 20 D00 Doodoootootdoooooooooo
JO00000O0OROOOOODOOOODOROOOOOOOO0ODOD - OoOoObbdidotooOoOoooooo
JO0000RODUODO00OUORODOODOOOOUOROOUODOO0o0a

O ]
000000 moodle {000 wordpress (0000 moodle [OO000000000CO ldap
0000000000000000 0000 wordpress  OO00000C000000C0O0CD0O00O OO
00000000 00000000000 eplugin (O0O000CO0O0OOCOO active directory
integration ([0 00000000 7 O000000OC 20552 Q[0000000COOOOOO 6.
9.06) 0O000000000DO0OODO0OODO0OOOO0OOO0000O000EO plugins [O0O0O0
wordpress 000oooooooooo
http://wordpress.org/extend/plugins/active-directory-integrati

on/

00000000D0O000C0O0000000000000 elugin O0O0OOCOOOOOOOO

* WordPress since 2.7.1

* PHP 5

* LDAP support

* 0penSSL Support for TLS (recommended)

00000000000 LDAP Module Q0000000 php O0000000O0COCOODOOOO
JU00b00000b0bO0tOObOboOboioooD - bodboobOtbodtodbotbobodoooooo
00000CO000000O00000000 extension=php_ldap.dll [00000000CCO OOO
JUb00tO0R000DO0LO0tO0bo0UboiooibooD -+ 0ododtodtbotbodboooooo
Oo0o00o0ooo

0000000R0000000000O0000 DO00000OO0 Extension QOO0 php OOOOOOCO


https://noc.rmutl.ac.th/main/wordpress-%e0%b8%81%e0%b8%b1%e0%b8%9a-active-directory/
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http://noc.rmutl.ac.th/main/?p=218
http://noc.rmutl.ac.th/main/?p=431
http://noc.rmutl.ac.th/main/?p=431
http://wordpress.org/extend/plugins/active-directory-integration/
http://wordpress.org/extend/plugins/active-directory-integration/

00000C000000000 - DUOD00DO0CO00OD00D00bO00000000000000oD - Plugin
00000000000

00000000000000000O000O00O - Admin  OO00O0000O0OCOOCOO Options —»>
Active Directory Integration

0000000000000 Active Directory Server

Domain Controllers 000 00000OODDOODOOOOO Active Directory
00000000000000000000000  university.local

Domain Controllers university. local

Port 389 [00000CO00CO00CO00CO00CO00C0000000 Active Directory
HO000RODOROoOOOoOOOOOoOOOOOOOOdO0O0oa

Use TLS 0000 O000DO00ODOODO0DODOORO0DODDORO0D0ODDOO Doooooo
O0ddbobbooouitboooood [ T T
0000000 Plan Text Q000 O0O00O0DOODOOOC user name Q000 password
JO000000RO0UDOODO0bO0bOOODOOOOtbod - bodhodtodtbdtbdobodbooo
Jo0000RO00O0OoODOODOOOO0OROO0a

Bind User 000 wser [O0O000DO0COOOUDO0OCDOOOO0OODOOROOUDOOCO
user [00000000000000O0CO0OC administrator O0000U0OCOOCOOCOOO user
JO0O0O0OOOCNODOOOOOOOOOOdODOOD - tofOoOodbdbdiditdtoidoioOag - user
0U0000000DO0bO0ODO0bO0tOOOoooD - user 1 0OOOUDOO QOOODOOOOOO
administrator [0000000CCO000CO0O00CO0 O OCODOOCOOO

Bind User cn=administrator,cn=users,dc=university,dc=1local

Bind User Password (000 00000000OO0OO0 administrator QOO0
000000 Active Directory

Bind User Password % 3k ok ok ok ok ok ok ok

Base DN [JO00 OU [O00UOOODOCOOODOOOODOROOODOODODOROOO OoODOoO
0O A A A M W M I
J00000000000O0000000000 Users

Base DN ou=users,dc=rmutl,dc=local



000000000 20 OOOO User specific settings

Automatic User Creation Q0000000000000 User OO000000 WordPress

0000000000000R0000000  tegin OOOOODOOOO DOODOODOOCODOODOOCOOO
JO0000DOO0OCNOOOOOOROO0G

Automatic User Update  [JO00 0000U00UOOCOOCOOCOO000OOOOOC login
0000000000 0O000000O0Oo Profile (JOO0OCOOCO O000COOCODOOOCOCOOO
0000000000000000 DObUOROo0OUOo Dotobditdddbddtoooo

Default email domain  [JO00 UO00O0OOO0 E-Mail [000CO00O0OOCOO
00000 0000000O000000 euniversity.local (JO000000C000COOOCO O0OO
000000000D0D0D00000000000D mail [O000OCOC Attribute (OO0 AD
000000000 00000 Oo0odofoodooooo

Account Suffix  [O0000C000CO00COO0COO0COO User ODOOOCOOOO user
0000000000000 - teppap@university.local [O00000000000O0COOO0OO
0000000000000 DODObO0R000D0D0D0b0b0D0D0D000D -+ Account Suffix
00000 000000000000 uwser [O0OOOCOOOO teppap OO0

Account Suffix university.local

Append account suffix to new created usernames [J000000

000000000000 DO0D00000000000 Account Suffix [O000000000OC user
00000000 00000 00000000C000000000CO00000000000 E-Mail (JOOOOOO
00000 (0000000000 Profile) OO0OOCOOC OO0COODCODCOD DOOOCODOCOOO
Jo0O00fOodOdOoOoooooon

Display name JU00R00RO0b00bOObotboboiboibodooooo - tootbooo
00000000D00D00bO0oDD - profile QOOODOODDO DOOOODOOD DOODOOO
000000000COD0000R00000D000000R000000 - (000000000000 - 0O0R0o0oo
Profile [I0O0000000COCODOOCO00OOC OOOCODODCOOCOOOOCODOOOOCOOOO
00000000D0000CO000D000D0000CODOODO0000000D0OD0o000)

N00000000 3 0000 Authorization

Authorize by group membership 0000 0Ob0dbooobooobooboooo
0000000RO00D0000ROD0UOD00DO0000000 00000 DU00000OO0 admin (OOOO
000000000C00000000000 active directory (O000CO00000C0) O0O0OOOO
0000 D000000000000OCO wser O00000OOOOOO Base DN (JOCM



Role Equivalent Groups [JO0000C0COCOCOC O00O0OOOOOOOOOOCOCOO
0000000000000 000000 DODOOo admin OO0000COOC000OOCO OOOOOCOOO
00000000000 Admin 0O00CO00OOC0 OCODOOOOCOCOOOOOO student QOO0
000 00C000O0DOODCOODO00OODOO DOOoOooooo - (DU0oOooboood boooo
0O0000000000000  OOfObdtoodbdnobodod  Ohdoodbdbdoodod - bhooooooo
00000000D0O00000)

000000000 4 0000 Brute Force Protection

Maximum number of allowed login attempts 000 0OUOOO0OOOOOOOOO
I {m{m{mim
00000000000 User (0000 O0O000COOOO0O0OCCOOOO0OOOCO 00000000000
00000 6 (000000) O00C000000C000 Oo0oOCOoo0o0COoo0

Blocking Time 0000 0obodtboibbodbodbboibooot bodbodotoooo
JO0000DO00ONOoOOOONOOOOOOCOO0a

User Notification 0000 000000000000000O0 E-Mail [JOgQg User
00000 O 0dfOodoOotOddodododoooD user O0OOOOCOOOCOCOOCOOOCOOCCOH

Admin Notification  [000 O0000000OOOOOOOO0 E-Mail [OOOO Admin
00000 000000000000 DOt00000bOo0ooooD wser JUODOO0OCDOOOOCDOOO
0000 0000O00000000000000O0D0OD foooooOO00oooooooo E-Mail OO0
0000000 Opoooooooocooodocooog (E-mail addresses  for

notifications)

JUb0dbodbodtbobbodtodbodibobboibodbodiboooo - bodobooooobooo
Save Change [000000000000CO0OOCOO0OOOO0OO

Oo0o0oo0o0

000000000DO00000000DO (DO00000000000000000 - admin O000000000C00O
0000000000000CO000DO000000000000D) - DO0000000000000 -+ Login

00000000000000000  Extension Q000 php O0000COOO OO0COCOOOOO
000000000000000 Log in O0ODOOOO extension [JOU0 php O0O0OCOOO
JO0O0000O0ORODOONOOOOOORODOODOO0OO0OO0

Fatal error: Call to undefined function ldap connect() 1in
C:\AppServiwww\wordpress\wp-content\plugins\active-directory-



integration\ad ldap\adLDAP.php on line 183

0000000CO00D0O00C0000000000000000  extension Q0000 php OOO0OCOOOOC
00000 000000000 restart service (OO0 apache [JO000000000OC
0000000000000000D000D - (0000000000000) O0000000000000 - tog  in
0o0oooooa

@WORDPRESS
Username
Password
[l remember Me

Lost wvour password?

000000000 user 0000 password [O0000000COOCO Active Directory
00000000000000000 ou fooo Base DN [0000COOCOOC

000000000000000 000000000000000000000 wordpress  O0000000OO
Active Directory [00000000000C

Jo00000D00O0OC0OROODODDOD0OD0OO0OOn . LRAP IDILHDOUOOUOO0OO



{a} Dashboard

bE Profile

Personal Options

Your Profile

T} Tools

Huoa

Admin Color Scheme

Name

Username

First name

Last name

Nickname (required)

Display name publicly as

Contact Info

E-mail (reguired)

-I .. BlLIE
Iél .. cray

teppap
changed.

Prasert
Teppap

teppap

‘teppap i

teppap

Prazert
Teppap
Prasert Teppap
Teppap Prasert

Data Mapping [J[] Moodle

Your username cannot be
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